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Anomalous Pattern Detection

- Two set of processes generating data
= Typical system behavior
= Anomalous system behavior

- Discover and characterize the anomalous
processes (which records are anomalous, and
how are they anomalous?)

= Evaluating records in isolation may be insufficient
to detect subtle patterns.

= Find a subset of related data records that are
anomalous when considered collectively.



—
Three Motivating Applications

1. Early detection of anthrax bio-attacks by 2. Intrusion detection
monitoring Emergency Department visits in computer networks

L] L] . . . .
3. Detecting patterns of illicit container shipments 7 i
FPORT | USPORT COUNTRY SLINE VESSEL SHIPPER NAME F NAME COMMODITY SIZE MTONS ' VALUE
YOKOHAMA |SEATTLE JAPAN CSCO  LING_YUN_HE AMERICAN_TRI_NET _EXPRETRI_NET EMPTY_RACK 0 5.6 27579
YOKOHAMA |SEATTLE JAPAN CSCO  LING_YUN_HE ORDER ORDER_CUSED_TIRE 2 1343 9497
YOKOHAMA |SEATTLE JAPAN CSCO  LING_YUN_HE ORDER ORDER_CUSED_TIRE 2 1343 9497
YOKOHAMA |SEATTLE JAPAN CSCO  LING_YUN_HE AMERICAN_TRI_NET _EXPRETRI_NET CRUDE_IODINE_PURITY 1 17.68 251151
YOKOHAMA |SEATTLE JAPAN CSCO  [LING_YUN_HE NEW_WAVE_TRANSPORT JIT PANELS_F_MODEL_98 3 3957 65169
YOKOHAMA  SEATTLE JAPAN CSCO  LING_YUN_HE NEW_WAVE_TRANSPORT JIT PANELS_F_MODEL_98 3 3957 65169
YOKOHAMA |SEATTLE JAPAN CSCO  LING_YUN_HE NEW_WAVE_TRANSPORT JIT PANELS_F_MODEL_98 3 3957 65169
YOKOHAMA |SEATTLE JAPAN CSCO  LING_YUN_HE ORDER ORDER_CUSED_TIRES 2 1343 9497
YOKOHAMA |SEATTLE JAPAN CSCO  LING_YUN_HE CHINA_OCEAN_SHPG CHINA_OCEMPTY_CONTAINERS 0 0 0
YOKOHAMA |SEATTLE JAPAN CSCO  LING_YUN_HE CHINA_OCEAN_SHPG CHINA_OCEMPTY_CONTAINERS 0 0 0



Three Motivating Applicatior

1. Early detg

monitori Qur solution to all three problems: detect subsets

of data records which are self-similar, and for
which some subset of attributes are anomalous.

Fundamental challenge: N records and M

attributes = 2N x 2M subsets of records and
attributes to consider!

3. Detecting pattt

FPORT | USPORT | COUNTRY  SLINE VESSEL SHIPPER NAME F NAME COMMODITY MTONS  VALUE
YOKOHAMA |SEATTLE JAPAN ~ CSCO  [LING_YUN_HE  AMERICAN_TRI_NET EXPRETRI NET EMPTY_RACK 0 5.6 27579
YOKOHAMA  SEATTLE JAPAN ~ |CSCO  LING_YUN_HE ORDER ORDER_CUSED_TIRE 2 1343 9497
YOKOHAMA SEATTLE JAPAN ~ |CSCO  LING_YUN_HE ORDER ORDER_CUSED_TIRE 2 1343 9497
YOKOHAMA ' SEATTLE JAPAN  |CSCO  LING_YUN_HE AMERICAN_TRI_NET_EXPRETRI_NET CRUDE_IODINE_PURITY 1 1768 251151
YOKOHAMA ' SEATTLE JAPAN ~ |CSCO  LING_YUN_HE NEW_WAVE_TRANSPORT JIT PANELS_F_MODEL_98 3 3957 65169
YOKOHAMA |SEATTLE JAPAN ~ CSCO  LING_YUN_HE 'NEW_WAVE_TRANSPORT JIT PANELS_F_MODEL 98 3 3957 65169
YOKOHAMA ' SEATTLE JAPAN ~ |CSCO  LING_YUN_HE NEW_WAVE_TRANSPORT JIT PANELS_F_MODEL_98 3 3957 65169
YOKOHAMA  SEATTLE JAPAN ~ |CSCO  LING_YUN_HE ORDER ORDER_CUSED_TIRES 2 1343 9497
YOKOHAMA |SEATTLE JAPAN ~ CSCO  [LING_YUN_HE CHINA OCEAN_SHPG CHINA_OCEMPTY_CONTAINERS 0 0 0
YOKOHAMA ' SEATTLE JAPAN ~ |CSCO  LING_YUN_HE CHINA_OCEAN_SHPG CHINA_OCEMPTY_CONTAINERS 0 0 0
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Fast Generalized Subset Scan (FGSS)

Attributes A,...Ay;

I. Compute the anomalousness of each
attribute value (for each record)

I1. Discover subsets of records and
attributes that are most anomalous

Records R,...Ry




R\
Fast Generalized Subset Scan (FGSS)

Attributes A,...Ay; I. Compute the anomalousness of each
attribute (for each record)

Records R,...Ry




Fast Generalized Subset Scan (FGSS)

Attributes A,...Ay; I. Compute the anomalousness of each
attribute (for each record)

S0

P asia1) ° (/@

Records R,...Ry




R\
Fast Generalized Subset Scan (FGSS)

Attributes A,...Ay; I. Compute the anomalousness of each
attribute (for each record)

1. Learn Bayesian Network

2. Compute attribute value likelihoods

Records R,...Ry




R\
Fast Generalized Subset Scan (FGSS)

Attributes A,...Ay; I. Compute the anomalousness of each
attribute (for each record)

1. Learn Bayesian Network
2. Compute attribute value likelihoods
3. Compute empirical p-values

i. Maps each attribute
distribution to same space

Records R,...Ry

ii. p;; ~ Uniform(0,1) under H, so
for a subset with N p-values, we
expect Na to be less than .
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Fast Generalized Subset Scan (FGSS)

Nonparametric Scan Statistic (NPSS) I. Compute the anomalousness of each

F(S): maux F(S): max Fa(Na | Ntot) attribute (for each record)

1. Learn Bayesian Network

2. Compute attribute value likelihoods
Na — |{pij < S:pij <o) 3. Compute empirical p-values

I1. Discover subsets of records and
attributes that are most anomalous

N :l{pij e S}

« Evaluate subsets with a
nonparametric scan statistic

Example (Higher Criticism) (NPSS) to compare the actual
and expected number of
N —N ot significant p-values.

] (S) i \/N(;td(l—a)
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Fast Generalized Subset Scan (FGSS)

Attributes A,...Ay; I. Compute the anomalousness of each
attribute (for each record)

1. Learn Bayesian Network
2. Compute attribute value likelihoods
3. Compute empirical p-values

I1. Discover subsets of records and
attributes that are most anomalous

Records R,...Ry

1. Maximize F(S) over all subsets of S

 Naive search is infeasible O(2N+M)
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Linear-Time Subset Scanning (Neill, 2012):

I. Compute the anomalousness of each

A score function F(S) satisfies LTSS if : attribute (for each record)

rpag( F(S) = mla)N( F (I%( 1R ‘ 1. Learn Bayesian Network
- 1=1... -
B 2. Compute attribute value likelihoods

We only need to consider N subsets: 3. Compute empirical p-values

{R(1 }} I1. Discover subsets of records and

{. R(1 ),R (2 )} attributes that are most anomalous

{ R(1 ),R(2 ) ,R(3 }} 1. Maximize F(S) over all subsets of S
* Naive search is infeasible O(2N+M)

{ R(1 RERIITTITTTIre, )R(N)} * For NPSS, we can show that F_(S)

satisfies LTSS for each value of a.

For a given subset of attributes,
we can optimize F_(S) over all 2N
subsets of records in O(N log N).
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Linear-Time Subset Scanning (Neill, 2012):

I. Compute the anomalousness of each

A score function F(S) satisfies LTSS if : attribute (for each record)
max F — A | 1. Learn Bayesian Network
nax F(S) = maxF Gy...Ay yesia -

2. Compute attribute value likelihoods

We only need to consider M subsets: 3. Compute empirical p-values

{A(1 )} I1. Discover subsets of records and

{ A ) ,A (2 )} attributes that are most anomalous

{A ( ),A ) A (3 )} 1. Maximize F(S) over all subsets of S
« Naive search is infeasible O(2N+M)

{A (1) oneereeneenens A (N}} « For NPSS, we can show that F_(S)

satisfies LTSS for each value of a.

For a given subset of records, we can
optimize F_(S) over all 2M subsets of
attributes in O(M log M).
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Linear-Time Subset Scanning (Neill, 2012):

I. Compute the anomalousness of each

A score function F(S) satisfies LTSS if : attribute (for each record)
max F — A | 1. Learn Bayesian Network
nax F(S) = maxF Gy...Ay yesia -

2. Compute attribute value likelihoods

We only need to consider M subsets: 3. Compute empirical p-values

{A(1 )} I1. Discover subsets of records and

{ A ) ,A (2 )} attributes that are most anomalous

{A ( ),A ) A (3 )} 1. Maximize F(S) over all subsets of S
« Naive search is infeasible O(2N+M)

{A (1) oneereeneenens A (N}} * For NPSS, we can show that F (S)

satisfies LTSS for each value of a.

Thus we can iterate between
optimizing over subsets of
records and subsets of attributes.
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FGSS Search Procedure
Attributes A,...Ay; I. Compute the anomalousness of each
attribute (for each record)

1. Learn Bayesian Network
2. Compute attribute value likelihoods
3. Compute empirical p-values

I1. Discover subsets of records and
attributes that are most anomalous

1. Maximize F(S) over all subsets of S
» LTSS over records O(N log N)
« LTSS over attributes O(M log M)

Records R,...Ry

1. Start with a randomly chosen subset
of attributes
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FGSS Search Procedure
Attributes A,...Ay; I. Compute the anomalousness of each
attribute (for each record)

1. Learn Bayesian Network
2. Compute attribute value likelihoods
3. Compute empirical p-values

I1. Discover subsets of records and
attributes that are most anomalous

1. Maximize F(S) over all subsets of S
» LTSS over records O(N log N)
« LTSS over attributes O(M log M)

Records R,...Ry
L

(Score = 7.5)

1. Start with a randomly chosen subset
of attributes

2. Use LTSS to find the highest-scoring
subset of recs for the given atts



R\
Fast Generalized Subset Scan (FGSS)

FGSS Search Procedure
Attributes A,...Ay; I. Compute the anomalousness of each
attribute (for each record)

1. Learn Bayesian Network
2. Compute attribute value likelihoods
3. Compute empirical p-values

I1. Discover subsets of records and
attributes that are most anomalous

1. Maximize F(S) over all subsets of S
» LTSS over records O(N log N)
« LTSS over attributes O(M log M)

Records R,...Ry
L

(Score = 8.1)

2. Use LTSS to find the highest-scoring
subset of recs for the given atts

3. Use LTSS to find the highest-scoring
subset of atts for the given recs
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FGSS Search Procedure

Attributes A,...Ay;

Records R,...Ry

44 1 Ul

(Score = 9.0)

3. Use LTSS to find the highest-scoring
subset of atts for the given recs
4. Iterate steps 2-3 until convergence

I. Compute the anomalousness of each
attribute (for each record)

1. Learn Bayesian Network
2. Compute attribute value likelihoods
3. Compute empirical p-values

I1. Discover subsets of records and
attributes that are most anomalous

1. Maximize F(S) over all subsets of S

» Iterate between following steps
i. LTSS over records O(N log N)
ii. LTSS over attributes O(M log M)
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Records R,...Ry

44 1 Ul

FGSS Search Procedure

Attributes A,...Ay;

(Score = 9.3)

Good News: Run time is (near) linear in

number of records & attributes.

Bad News: Not guaranteed to find
global maximum of the score function.

I. Compute the anomalousness of each
attribute (for each record)

1. Learn Bayesian Network
2. Compute attribute value likelihoods
3. Compute empirical p-values

I1. Discover subsets of records and
attributes that are most anomalous

1. Maximize F(S) over all subsets of S
» Iterate between following steps
i. LTSS over records O(N log N)
ii. LTSS over attributes O(M log M)
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FGSS Search Procedure
Attributes A,...Ay; I. Compute the anomalousness of each
attribute (for each record)

4

1. Learn Bayesian Network
2. Compute attribute value likelihoods

3. Compute empirical p-values

I1. Discover subsets of records and
attributes that are most anomalous

Records R,...Ry
4 44

1. Maximize F(S) over all subsets of S

» Iterate between following steps
i. LTSS over records O(N log N)
ii. LTSS over attributes O(M log M)

=

(Score = 11.0)

5. Repeat steps 1-4 for 50 random
restarts
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FGSS Constrained Search Procedure

I. Compute the anomalousness of each
attribute (for each record)

1. Learn Bayesian Network
2. Compute attribute value likelihoods
3. Compute empirical p-values

I1. Discover subsets of records and
attributes that are most anomalous

1. Maximize F(S) over all subsets of S

» Iterate between following steps
i. LTSS over records O(N log N)

We want to enforce self-similarity, and ii. LTSS over attributes O(M log M)

thus we create local neighborhoods
defined by a center record and all other
records within a maximum dissimilarity.
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Experiments

- Network activity and intrusion data (KDDCUP ’99)

s 41 attributes representing extracted information from the
raw data of the network connection.

- Simulated anthrax outbreaks in Emergency Dept. visits
Hospital id

Prodrome (classification of free-text chief complaint)
Patient age decile

Patient home zip code

- U.S. Customs and Border Patrol data
Country of origin

Departing & Arriving ports, Shipping line
Shipper’s & Vessel’s name

Commodity being shipped

- We compare FGSS to other recently proposed methods:
= Bayesian Network-based anomaly detector (BN)
= Anomaly Pattern Detection (APD) (Das et al. 2008)
s Anomalous Group Detection (AGD) (Das et al. 2009)

a
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Receiver Operator Characteristic

True Fositive Rate

o 0.1 0.2 0.3 0.4 0.a 0.6 n.7 0.4 0.3 1

——FGSS-BJ
——IFGSS-T1C

Falze Fositive Rate

—Local Anom Detector




Receiver Operator Characteristic

True Fogitive Rate
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Precision vs. Recall Curves
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Precision vs. Recall Curves
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Pattern Characterization Accuracy
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Conclusions

- FGSS is a general method for anomalous pattern detection
which can be applied across many application domains.

- FGSS improves detection power and characterization
accuracy as compared to competing methods, particularly
when the patterns are:
> a small portion of the data

= subtle (not extremely individually anomalous)

- Extensions
» Extend method to handle multiple anomaly detectors
» Extend method to handle multiple models (find subsets not
explained by any of the known patterns in the data)
> Current applications include detection of anomalous patterns of
patient care which influence health outcomes.



