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Chapter 1

Introduction

The Internet is a vast and complex network formed as a conglomerate of thousands of smaller
networks owned by separate administrative entities. These smaller networks are referred to as either
autonomous systems(ASes). An Internet Service Provider (ISP) can either be a collection of one or
more ASes connected to each other and owned by a single administrative entity or can be a small
access provider depending on other ASes for advertising its routes. Autonomous systems vary both
in network size and geographic spread. At one end, we have tier-1 ISPs and global transit providers
whose networks spread across continents, while at the other end we have customer ISPs whose
spread is restricted to a very small geographic region (like a university campus). In the middle, we
have regional and national providers who have points of presence spanning an entire country or a
relatively large geographic region within a country.

There have been many studies which analyze different properties of the Internet. From a networking
perspective, a large chunk of these studies have analyzed either the performance aspects of the
Internet or its underlying network topology structure. Given the large and diverse geographic spread
of the Internet, very few studies have quantified or measured the geographic properties behind this
complex structure. This can be attributed to two reasons:

• Geographic information is hard to obtain. Addresses used for identifying end-nodes in this
network (IP address) does not inherently contain an indication of its geographic location. The
network topology structure of an ISP provides little information of its geographic spread.

• A common perception in the networking community is that geography has little relationship
to performance. Since performance has been a driving force behind many of these studies,
geography has not been an important topic of study in this context.

Geography, however, has been integral part of manylocation-basedservices like the Global Posi-
tioning System (GPS). The GPS technology is widely used for object-tracking and navigational pur-
poses. Object tracking systems are very common in many military applications and navigation is an
essential component in many transportation systems like ships, automobiles and planes. In the con-
text of the Internet,location awarenesshas become increasingly important. Many Internet services
as of today would benefit by knowing the geographic locations of the end-hosts (clients). However,
only recently have there been efforts directed towards building a GPS-like mapping service for the
Internet. In our work, we investigate different geographic mapping techniques for Internet hosts and
study the trade-offs for these different approaches. We extend our work by studying the use of ge-
ography as a tool for quantifying different properties of the Internet. In particular, we show how to
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use geographic information to infer certain properties of Internet routing like circuitous routing and
routing policies of ISPs like hot-potato routing. Many of these properties are not characterizable
using purely network-centric metrics. We also examine the fault tolerance of the topologies of many
ISPs from a geographic perspective.

1.1 Overview of our Work

We classify our work on inferring geographic properties of the Internet into three categories. They
are:

• IP-location mapping: Given the IP address of an Internet host, can we determine its geo-
graphic location?

• Geographic properties of routing: Given the geographic information of Internet routes, can
we infer certain properties which are not quantifiable using purely network-centric metrics?

• Geographic fault tolerance:How would we characterize fault tolerance of network topolo-
gies in the presence of infrastructure failures in a geographic region? (Multiple nodes and
links which are geographically co-located will simultaneously fail)

We will now briefly describe an overview of these individual pieces.

1.1.1 IP-location mapping

Building an IP address to location mapping service (thelocation mappingproblem for short) is an
interesting problem in its own right. Such a service would also enable a large and interesting class
of location-aware applications for Internet hosts, just as systems such as GPS [9] have for mobile
devices. By knowing the location of a client host, an application, such as a Web service, could
send the user location-based targeted information on local events, regional weather, etc. (targeted
advertising), classify users based on location (e.g., count “hits” based on the region the user is
located in), or control the availability of data based on user location (territorial rights management
akin to TV broadcast rights). Each application may have a different requirement on the resolution
of location information needed.

We present several novel techniques, collectively referred to asIP2Geo [24], that approach the
location mapping problem from different angles. These techniques exploit various properties of
and observations on the Internet such as hierarchical addressing and correlation between delay and
distance. We have analyzed a variety of data sets both to refine these techniques and evaluate their
performance. To the best of our knowledge, ours is the first research effort in the open literature that
studies this problem in detail.

Our first technique,GeoTrack, tries to infer location based on the DNS names of the target host or
other nearby network nodes. The DNS name of an Internet host sometimes contains clues about the
host’s location. Such a clue, when present, could indicate location at different levels of granularity
such as city (e.g.,corerouter1.SanFrancisco.cw.netindicates the city of San Francisco), state (e.g.,
www.state.ca.usindicates the state of California), or country (e.g.,www.un.cmindicates the country
of Cameroon).

Our second technique,GeoPing, uses network delay measurements made from geographically dis-
tributed locations to infer the coordinates of the target host. It is based on the premise that the delay
experienced by packets traveling between a pair of hosts in the network is, to first order, a function
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of the geographic separation between the hosts (akin to the relationship between signal strength
and distance exploited by wireless user positioning systems such as RADAR[2]). This is, of course,
only an approximation. So our delay-based technique relies heavily on empirical measurements of
network delay, as discussed in Section 3.3.

Our third technique,GeoCluster, combines partial (and possibly inaccurate) IP-to-location map-
ping information with BGP prefix information to infer the location of the host of interest. For our
research, we obtained the host-to-location mapping information from a variety of sources, including
a popular Web-based email site, a business Web hosting site, and an on-line TV guide site. The data
thus obtained ispartial in the sense that it only includes a relatively small number of IP addresses.
We use BGP prefix information to expand the coverage of this data by identifying clusters of IP
addresses that are likely to be located in the same geographic area. This technique is self-calibrating
in that it can offer an indication of how accurate a specific location estimate is likely to be.

We have evaluated these techniques using extensive and varied data sets. While none of the tech-
niques is perfect, their performance is encouraging. The median error in our location estimate varies
from 28 km to several hundred kilometers depending on the technique used and the nature of the
hosts being located (e.g., well-connected clients versus proxy clients). This precision is very good
for applications like targeted advertisements.

1.1.2 Geographic Properties of Routing

Routing across ASes is accomplished using the Border Gateway Protocol (BGP), a protocol for
propagating routes between ASes. The network path between two end-hosts typically traverses mul-
tiple ASes. BGP is flexible in allowing each AS to apply its own local preferences, and export and
import policies for route selection and propagation. The characteristics of an end-to-end path are
very much dependent on the policies employed by the intervening ASes.

Previous work on Internet routing has focused on studying properties such as end-to-end perfor-
mance, routing stability, and routing convergence that are affected by routing policies. We present a
different way of analyzing certain properties of Internet routing. We show howgeographicinforma-
tion can provide insights into the structure and functioning of the Internet, including the interactions
between different autonomous systems [32]. In particular, geographic information can be used to
quantify well-known network properties such as hot-potato routing. It can also be used to quan-
tify and substantiate prevalent intuitions about Internet routing, such as the relative optimality of
intra-ISP routing compared to inter-ISP routing.

To analyze geographic properties of routing, it is necessary to first determine thegeographicpath
of an IP route. The geographic path is obtained by stringing together the geographic locations of
the nodes (i.e., routers) along the network path between two hosts. For instance, the geographic
path from a host in Berkeley to one in Harvard may look as follows: Berkeley→ San Francisco→
New York→ Boston→ Cambridge. The level of detail in the geographic path would depend on
how precisely we are able to determine the locations of the intermediate routers in the path. We use
GeoTrack [24], a tool we have developed for determining the geographic path of routes. Our study
is based on extensive traceroute data gathered from 20 hosts distributed across the U.S. and Europe
and also traceroute data gathered by Paxson [53] in 1995.

Internet routes can be highly circuitous [26]. For instance, we observed a route from a host in St.
Louis to one in Indiana (328 km away) that traverses a total distance of over 3500 km (Section 4.1.2).
By tracing the geographic path, we are able to automatically flag such anomalous routes, which
would be difficult to do using purely network-centric information such as delay. We compute the
linearized distancebetween two hosts as the sum of the geographic lengths of the individual links of
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the path. We then compute the ratio of the linearized distance of the path to the geographic distance
between the source and destination hosts, which we term thedistance ratio. A large ratio would be
indicative of a circuitous and possibly anomalous route. In Section 4.1, we study circuitousness of
paths as a function of the geographic and network locations of the end-hosts.

Our results indicate that the presence of multiple ISPs in a path is an important contributor to
circuitous routing. We also find intra-ISP routing to be far less circuitous than inter-ISP routing.
Our study of circuitousness of paths provides some insights into the peering and routing policies of
ISPs. Although circuitousness may not always relate to performance, it can often be indicative of a
routing problem that deserves more careful examination.

There are two extremes to the routing policy that an ISP may employ:hot-potatorouting andcold-
potatorouting. In hot-potato routing, the ISP hands off packets to the next ISP as quickly as possible.
In cold-potato routing, the ISP carries packets on its own network as far as possible before handing
them off to the next ISP. The former policy minimizes the burden on the ISP’s network whereas
the latter gives the ISP greater control over the end-to-end quality of service experienced by the
packets. As we discuss in Section 4.2.4, geographic information provides a means to quantify these
notions by using the geographic distance traversed within an ISP as a proxy for the amount of
work performed by the ISP. In addition, we can also evaluate the degree to which an individual ISP
contributes in the routing of packets end-to-end. Our analysis of properties of paths that traverse
multiple ISPs is presented in Section 4.2.

1.1.3 Geographic Fault Tolerance

Another aspect of routing that bears careful examination is its fault tolerance. Fault tolerance has
generally been studied in the context of node or link failures based on network-level topology infor-
mation. However, such topology information may be incomplete in that two seemingly independent
nodes may actually be susceptible to correlated failures. For instance, a catastrophic event such as an
earthquake or a major power outage might knock out all of an ISP’s routers in a geographic region.
Geographic information can help in identifying routers that are co-located. In order to analyze the
impact of correlated failures, we consider ISP topologies at the geographic level, where each node
represents a geographic region such as a city. Using the geographic topology information of several
commercial ISPs gathered from CAIDA [49], we analyze the fault tolerance properties of individual
topologies and the topology resulting from the combination of the individual ISP networks [32]. We
find that many tier-1 ISPs have highly skewed degree distributions which may make them highly
susceptible to single geographic node failures. The combined topology of these ISPs however seems
to exhibit better tolerance to such failures.

1.1.4 Summary

In summary, we believe geography is an interesting means for analyzing and quantifying network
properties. We believe that a significant contribution of ourIP2Geowork is a systematic study
of a broad spectrum of techniques and a discussion of the fundamental challenges in determining
location based just on the IP address of a host. Our analysis of geographic fault tolerance of rout-
ing provides additional evidence for existing intuition about certain properties of Internet routing
(e.g., hot-potato routing, circuitous paths). An important contribution of this work is a methodol-
ogy for quantifying such intuitions using geographic information. Such quantification enables us,
for instance, to automatically flag circuitous paths, something that would be hard to using purely
network-centric metrics (and no geographic information). Finally, our analysis of the topological
structure of ISPs reveal that certain tier-1 ISPs may have very low tolerance to even single node
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failures.

1.2 Current State of the Art

In this section, we will describe related work to different aspects of our work. We classify related
work into three categories: (a) Location mapping services (b) Internet routing (c) Topology discov-
ery and mapping.

1.2.1 Location Mapping

There has been been much work on the problem of locating hosts in wireless environments. The
most well-known among these is the Global Positioning System (GPS) [9]. However, GPS is in-
effective indoors. There have been several systems targeted specifically at indoor environments,
including Active Badge [15], Bat [16], and RADAR [2]. As we discuss later, our GeoPing tech-
nique uses a variant of one of the algorithms we had developed for RADAR. However, in general
these techniques are specific to wireless networks and do not readily extend to the Internet.

In the Internet context, an approach that has been used to determine location is to seek the user’s
input (e.g., by requiring the user to register with and/or log in to the site, by storing the user’s
credentials in client-based cookies, etc.). However, such approaches are likely to be (a) burdensome
on the user, (b) ineffective if the user uses a client other that the one where the cookie is stored, and
(c) prone to errors due to (possibly deliberate) inaccuracies in the location information provided
by anindividual user. (In Section 3.4, we discuss how GeoCluster deals with such inaccuracies by
aggregating information derived from individual users.)

An alternative approach is to build a service that maps an IP address to the corresponding geographic
location [28]. There are several ways of doing this:

1. Incorporating location information (e.g., latitude and longitude) in Domain Name System
(DNS) records.

2. Using theWhois[14] database to determine the location of the organization to which an IP
address was assigned.

3. Using thetraceroute[17] tool and mapping the router names in the path to geographic loca-
tions.

4. Doing an exhaustive tabulation IP address ranges and their corresponding locations.

The DNS-based approach was proposed in RFC 1876 [33]. This work defines the format of a new
Resource Record (RR) for the DNS, and reserves a corresponding DNS type mnemonic (LOC)
and numerical code (29). The DNS-based approach faces deployment hurdles since it requires a
modification of the record structure of the DNS records. This also burdens administrators with the
task of entering the LOC records. Moreover, there is no easy way of verifying the accuracy of the
location entered.

An approach used widely in many tools is to query Whois servers [14]. Tools such as IP2LL [44]
and NetGeo [22] use the location information recorded in the Whois database to infer the geographic
location of a host.

There are several problems with Whois-based approaches. First, the information recorded in the
Whois database may be inaccurate or stale. Also, there may be inconsistencies between multiple
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servers that contain records corresponding to an IP address block. Second, a large (and geograph-
ically dispersed) block of IP addresses may be allocated to a single entity and the Whois database
may contain just a single entry for the entire block. For example, the 4.0.0.0/8 IP address block is
allocated to BBN Planet (now known as Genuity) and a query to ARIN Whois database returns the
location as Cambridge, MA for any IP address within this range.

An alternative approach is based on the traceroute tool. The basic idea here is to perform a traceroute
from a source to the target IP address and infer location information from the DNS names of routers
along the path. A router name may not always contain location information. Even when it does, it is
often challenging to identify the location information since there is no standard naming convention
that is used by all ISPs. We discuss these issues in more detail when we present GeoTrack in Section
3.2. Examples of location mapping tools based on traceroute include VisualRoute [58], Neotrace
[52], and GTrace [27].

Finally, there are location mapping services, such as EdgeScape from Akamai [34] and TraceWare
from Digital Island [38]. Given the extensive relationship that these large content distribution net-
works enjoy with several ISPs, it is conceivable that these location mapping services are based on an
exhaustive tabulation of IP address ranges and the corresponding location. However, the algorithms
employed by EdgeScape and TraceWare are proprietary, so it is difficult for us to compare them to
our research effort.

1.2.2 Internet routing

There are several properties of Internet routing that are of interest: end-to-end performance, routing
stability, routing convergence, etc. Previous work on Internet routing has focused either on mea-
suring these properties or on modifying certain aspects of routing with a view to improving perfor-
mance. Our work shows how geographic information can be used to measure and quantify certain
routing properties such as circuitous routing, hot-potato routing and geographic fault tolerance.

Network path information, obtained using thetraceroutetool [17], has been used widely to study the
dynamics of Internet routing. For instance, Paxson [26] studied various aspects of Internet routing
using an extensive set of traceroute data. They include: routing pathologies, stability of routing,
and routing asymmetry. In relation to our work, he studies circuitous routing by determining the
geographic locations of the routers in his dataset and uses geographic distance as a metric to quantify
it. In addition, he uses the number of different geographic locations along a path to analyze the
effect of hot-potato routing as a potential cause for routing asymmetry. We extend this work by
studying circuitousness as a function of the geographic and network location of end-hosts. We also
analyze the effects of multiple ISPs in a path on its circuitousness. The distance ratio metric that we
define can be used to automatically flag anomalies such as the large-scale route fluttering identified
in [19, 26].

Overlay routing has been proposed as a means to circumvent the default IP routing. Savage et al. [31]
study the effects of the routing protocol and its policies on the end-to-end performance as seen by
the end-hosts. They show that for a large number of paths in the Internet, there exist paths that ex-
hibit significantly better performance in terms of latency and packet loss rate. Recently, Andersen
et al. [1] have proposed specific mechanisms for finding alternate paths with better performance
characteristics using an overlay network. By actively monitoring the quality of different paths, their
alternate path selection mechanism can quickly recover from network failures and optimize appli-
cation specific performance metrics.

Consistent with these findings, our measurements indicate the existence of highly circuitous paths in
the Internet. We also find that the circuitousness of a path is correlated with the minimum end-to-end
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latency along the path.

1.2.3 Topology discovery and mapping

Discovering and analyzing Internet structure has been the subject of many studies. Much of the
work has focused on studying topology purely at the network level, without any regard to geography.
Recently several tools have been developed to map network nodes to their corresponding geographic
locations. A few Internet mapping projects have used such tools to incorporate some notion of
geographic location in their maps.

The Mercator project [12] focuses on heuristics for Internet Map Discovery. The basic approach is
to use traceroute-like TTL limited probe packets coupled with source routing to discover routers. A
key component of Mercator is the set of heuristics used to resolvealiases, i.e., multiple IP addresses
corresponding to (possibly different interfaces on) a single router. The basic idea is to send a UDP
packet to a non-existent port on a router and wait for the ICMPport unreachableresponse that it
elicits. In general, the destination IP address of the UDP packet and the source IP address of the
ICMP response may not match, indicating that the two addresses correspond to different interfaces
on the same router. In our work we use geographic information to identify points of sharing in the
network. We view this as complementary to network-level heuristics such as the ones employed in
Mercator.

The Internet Mapping Project [5] at Bell Labs also uses a traceroute-based approach to map the
Internet from a single source. The map is colored according to the octets of the IP address, so
portions corresponding to the same ISP tend to be colored similarly. The map, however, is not laid
out according to geography. Other efforts have produced topological maps that reflect the geography
of the Internet. Examples include the MapNet [49] and Skitter [55] projects at CAIDA and the
commercial Matrix.Net service [50].

1.3 Organization of the Report

In Chapter 2, we will present our experimental methodology used in our studies. We will describe
our measurement testbed and the the datasets that we used for studying specific geographic prop-
erties. In Chapter 3, we will detail our list of IP-Geography mapping techniques and analyze the
characteristics of each one of them. Using GeoTrack (one of the IP-Geography Mapping tools), we
extract the geographic paths of Internet routes and analyze specific properties of Internet routing
like hot-potato routing. We present our results in Chapter 4. Our analysis of geographic fault toler-
ance properties of ISP topologies is presented in Chapter 5. Finally, we present our conclusions in
Chapter 6.
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Chapter 2

Experimental Setup and methodology

In this chapter, we discuss our experimental setup and methodology. We present the details of our
measurement test bed and the data sets we gathered for our studies on IP-location mapping and
geographic properties of Internet routing. We will useGeoRouteto refer to our study on geographic
properties of routing while we refer to our collection of location-mapping techniques asIP2Geo.

2.1 Measurement testbed

1 UW & Microsoft

2 UC Berkeley

3 Stanford Univ.

4 UCSD

5 U. Wisconsin

6 UIUC

7 WUSTL

8 UT Dallas

9 UT Austin

10 Boston Univ.

11 Brooklyn Poly.

12 Rutgers Univ.
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13 Johns Hopkins Univ.

14 Duke Univ.

15 UNC

12

Figure 2.1: Locations of our probe machines in the U.S. Note that there were 17 hosts in 15
locations (two hosts each in Seattle and Berkeley).

The measurement testbed is mostly common for both theIP2GeoandGeoRoutestudies. We used
20 geographically distributed hosts as the sources for our traceroutes. 17 of these hosts were located
in the U.S. (Figure 2.1) while 3 were located in Europe (at Stockholm (Sweden), Bologna (Italy),
and Budapest (Hungary)). The geographical diversity in source locations enables us to study the
variations in routing properties as seen from different vantage points. For logistical reasons, it was
convenient for us to locate the traceroute sources on university campuses. 18 out of the 20 traceroute
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sources fell into this category. Furthermore, 9 of the 15 university locations we considered in the
U.S. were connected by the Internet2 backbone [42]. To add some diversity, we had one source in
Berkeley, CA connected to a home cable modem network (in addition to a host at the University of
California at Berkeley) and another in Seattle, WA connected to the Microsoft Research network (in
addition to a host at the University of Washington at Seattle). These two pairs of sources allow us
to study what impact, if any, the nature of the source’s connectivity has on Internet routing.

Our analysis of different techniques in IP2Geo was restricted to the U.S. The main reason for this
restriction is that, as of the time of this writing, the bulk of the data sets and probe machines that
we have pertain to or are located in the U.S. While there may be limitations to studying a single
country, the U.S. still offers a large and varied testbed for our research. We use14 of these probe
sources in different geographic locations to investigate some of the techniques in IP2Geo. These
probe machines were used to make delay measurements for GeoPing and to initiate traceroutes for
GeoTrack. In GeoRoute, we use these probe machines to initiate traceroutes to a large variety of
destination end-hosts as we discuss next in Section 2.2.1.

2.2 GeoRoute:Methodology

Since the goal of our work is to study the geographic properties of Internet routing, much of our
measurement work has focused on gathering network path data using the traceroute tool [17]. We
are not interested in studying the dynamic properties of Internet routing (e.g., how routes change
over time), so we only record a single snapshot of the network path between a given pair of hosts.
It may possible that some of the routes in our dataset are backup paths due to failures at the time
of our measurement. However, we do not expect the aggregate statistics reported in this paper to
be affected by such failures since our measurements were spread over a2−month time period.
We use traceroute to determine the network path between 20 traceroute sources and thousands of
geographically distributed destination hosts.

Once we have gathered the traceroute data, we use the GeoTrack tool to determine the location of
the nodes along each network path where possible. GeoTrack reports the location at the granularity
of a city. We will discuss GeoTrack in more detail in Section 3.2. We then use an on-line latitude-
longitude server [40] to compute the geographic distance between the source and destination of a
traceroute as well as between each pair of adjacent routers along the path. The latter enables us to
compute thelinearized distance, which we define as the sum of the geographic distances between
successive pairs of routers along the path. So if the path between A and D passes through B and C,
then the linearized distance of the path from A to D is the sum of the geographic distances between
A & B, B & C, and C & D.

As we discuss in Section 3.2.2, we are typically able to determine the location of most but not all
routers. We simply skip the routers whose locations we are unable to determine. So in the above
example, if the location of C is unknown, then we compute the linearized distance of the path from
A to D as the sum of the geographic distances between A & B and B & D. Clearly, skipping over
C would lead us to underestimate the linearized distance. However, as noted in Section 3.2.2, most
of the skipped nodes are in the vicinity of the either the source or the destination, so the error
introduced in the linearized distance computation is small.

For studying properties of Internet routing, it is necessary to a large dataset of Internet routes to
draw any reasonable conclusion. Also, one requires diversity in the set of destination end-hosts. For
GeoRoute, we initiate traceroutes from the20 geographically diverse hosts, to a set of destination
hosts.
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2.2.1 Destination End-hosts

We carefully chose the set of destination hosts to account for both network diversity and geographic
diversity. The destination set for the traceroutes comprised several thousand hosts. These destina-
tions hosts fell into 4 categories:

1. UnivHosts:265 Web servers and other hosts located on university campuses in the U.S. The
hosts were distributed across 44 of the 51 states in the U.S.

2. LibWeb:1,205 Web servers of public libraries [46] distributed across 49 states in the U.S. We
also ensured that the distribution of the geographic locations of these libraries is not skewed.

3. TVHosts:3,100 client hosts in the U.S. that connected to an on-line TV program guide. A
majority of these clients were located on non-academic networks such as America Online
(AOL).

4. EuroWeb:1,092 Web servers [48] distributed across 25 countries in Europe.

For ease of exposition, we sometimes refer to UnivHosts, LibWeb, and TVHosts as the U.S. hosts
and EuroWeb as the European hosts.

This diverse set of destination hosts enables us to investigate the properties of Internet routing in the
context of a large set of ISPs. In all, we traced approximately 84,000 end-to-end paths between our
traceroute sources and the destination hosts during October-December 2000. Our data is available
on-line at [54].

2.3 IP2Geo :Methodology

IP2Geo comprises of 3 techniques: GeoTrack, GeoPing and GeoCluster. As we explain later in
Section 3.3, GeoPing is primed using a database of delay measurements from the probe machines
to several target machines at known locations. To obtain such a database, we used the UnivHosts
as the set of end hosts. The selection of university servers as target hosts offered the advantage that
we were quite certain of their actual geographic location. The UnivHosts data set is also used to
evaluate the performance of GeoTrack and GeoCluster. Other than this, GeoCluster also needs BGP
data and partial location mapping information to determine the geographic location of an IP address.
We will briefly describe these data sets below.

2.3.1 BGP Data

BGP routing information was derived from dumps taken at two routers at BBN Planet [36] and
MERIT [51]. Since GeoCluster only requires theaddress prefix (AP)information, we constructed a
superset containing address prefix information derived from both sources. In all there were 100,666
APs in our list.

2.3.2 Partial Location Mapping Information

We obtained partial IP-to-location mapping information from three sources. The data sets we ob-
tained were partial in the sense that they only covered a small fraction of IP address space in use.
Note that in no case did we have access to user IDs or other user-specific information. Our data sets
only contained IP address and location information. So our work did not compromise user privacy
in any way.

13



1. Hotmail: Hotmail [41] is a popular Web-based email service with several million active users.
Of the over 1 million (anonymous) users for whom we obtained information, 417721 users
had registered their location as being in the U.S. We restrict our analysis to this subset of
users. The location information we obtained from the users’ registration records was at the
granularity of U.S. states. In addition, we obtained a log of the client IP addresses correspond-
ing to the 10 most recent user logins (primarily in the first half of 2000). We combined the
login and registration information to obtain a partial IP-to-location mapping.

2. bCentral: bCentral [37] is a business Web hosting site. Location information at the granu-
larity of zip codes was derived from HTTP cookies. In all we obtained location information
corresponding to 181246 unique IP addresses seen during (part of) a day in October 2000.

3. FooTV: FooTV is an on-line TV program guide where people look up program listings for
specific zip codes. (We do not reveal the name of the site here due to anonymity requirements.)
From traces gathered over a two-day period in February 2000, we obtained a list of 142807
unique client IP addresses and 336181 (IP,zip) pairs corresponding to the client IP address
and the zip code that the user specified in his/her query. A subset of the IP addresses had
more than one corresponding zip code, which were usually clustered together geographically.

In the case of bCentral and FooTV, we mapped the zip code information to the corresponding
(approximate) latitude and longitude using information from the U.S. Census Bureau [56]. In the
case of Hotmail, we computed thezipcenterof each state by averaging the coordinates of the zip
codes contained within that state.

The partial IP-to-location mapping obtained from these sources may contain inaccuracies. For in-
stance, in the case of Hotmail and bCentral users may have registered incorrect location information
or may connect from locations other than the one they registered. In the case of FooTV, users may
enquire about TV programs in areas far removed from their current location, although we believe
this is unlikely. Regardless, we explain in Section 3.4 how GeoCluster is robust to such inaccuracies
in location information.
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Chapter 3

IP-Geography Mapping Techniques

In this chapter, we will present different techniques collectively referred to asIP2Geo, for determin-
ing the geographic location of Internet hosts. Such a service would enable a large and interesting
class of location-aware applications. This is a challenging problem because an IP address does not
inherently contain an indication of location.

We present and evaluate three distinct techniques in IP2Geo. The first technique,GeoTrack, infers
location based on the DNS names of the target host or other nearby network nodes. The second
technique,GeoPing, uses network delay measurements from geographically distributed locations to
deduce the coordinates of the target host. The third technique,GeoCluster, combines partial (and
possibly inaccurate) host-to-location mapping information and BGP prefix information to infer the
location of the target host. Using extensive and varied data sets, we evaluate the performance of
these techniques and identify fundamental challenges in deducing geographic location from the IP
address of an Internet host.

3.1 Fundamental Limitation due to Proxies

Before we describe our techniques, we will illustrate a fundamental limitation imposed by proxies
in solving the IP-location mapping problem. Many Web clients are behind proxies or firewalls.
So the client IP address seen by the external network may actually correspond to a proxy, which
may be problematic for location mapping. In some cases the client and the proxy may be in close
proximity (e.g., a caching proxy on a university campus). However, in other cases they may be far
apart. An example of the latter is the AOL network [35], which has a centralized cluster of proxies
at one location (Virginia) for serving client hosts located all across the U.S. Figure 3.1 shows the
cumulative distribution function (CDF) of the distance between the AOL proxies and clients. (The
likely location of clients was inferred from the data sets described in Section 2.3.2.) We observe that
a significant fraction of the clients are located several hundred to a few thousand kilometers from
the proxies.

Proxies impose a fundamental limitation on all location mapping techniques that depend on client IP
address. This includes techniques based on Whois, traceroute (e.g., GeoTrack), and network delay
measurements (e.g., GeoPing). Not only are these schemes unable to determine the true location
of a client, they are also oblivious to the error (i.e., these schemes would incorrectly return the
location of the proxy without realizing the error). Our GeoCluster technique is an exception in that
it is often able to automatically tell when its location estimate is likely to be erroneous. So rather
than incorrectly deducing the location of the client based on the IP address of the proxy, GeoCluster
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Figure 3.1: Distribution of distance between AOL proxies and clients.

would refrain from making a location estimate at all. We discuss this issue is more detail in Section
3.4.3.

3.2 The GeoTrack Technique

The GeoTrack technique tries to infer location based on the DNS names of the host of interest or
other nearby network nodes. Network operators often assign geographically meaningful names to
routers1, presumably for administrative convenience. For example, the namecorerouter1.SanFran-
cisco.cw.netcorresponds to a router located in San Francisco. We stress that having geographically
meaningful router names isnot a requirement or a fundamental property of the Internet. Rather it
simply an observation that is generally supported by empirical data.

We define a router to berecognizableif its geographic location can be inferred from its DNS name.
Routers whose IP address cannot be mapped to a DNS name or whose DNS name does not contain
meaningful location information are considered as not being recognizable.

GeoTrack uses these geographic hints to estimate the location of the target host. First, it determines
the network path between a probe machine and the target host using the traceroute tool. Traceroute
reports the DNS names of the intermediate routers where possible. Then GeoTrack extracts location
information from the DNS names of recognizable routers along the path. Thus, it traces thegeo-
graphic pathto the target host. Finally, GeoTrack estimates the location of the target host as that of
the last recognizable router in the path (i.e., the one closest to the target).

As noted in Section 1.2.1, traceroute-based approaches that extract geographic hints from router
names have been proposed before (e.g., GTrace [27], VisualRoute [58]). However, we are not aware
of work in the open literature on a quantitative evaluation of the traceroute-based approach to de-
termining the geographic location of hosts. Our goal is precisely to do such an evaluation. Due to
the logistic difficulties associated with obtaining and running existing traceroute-based tools, we
decided to write our own tool based on GeoTrack to do large-scale experimentation. We have tested

1To be precise, DNS names are associated with routerinterfaces, not routers themselves. However, for ease of expo-
sition we only use the term “router”.
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our tool over a large sample of IP addresses and found that its coverage is comparable to Visual-
Route within the U.S. and in Europe.

3.2.1 Extracting Geographic Information from Router Names

Geographic information is typically embedded in the DNS name of a router in the form of acode,
which is usually an abbreviation for a city, state, or country name. There is no standard naming
convention for these codes. Each ISP tends to use its own naming convention. This makes the task
of extracting location information from DNS names challenging.

Based on empirical data, we have observed that there are basically three types of codes that indicate
location: city codes, airport codes, and country codes. Some ISPs assign DNS names to routers based
on the airport code of the city they are located in. Since airport codes are a worldwide standard, such
a naming convention greatly eases the task of determining the router’s location. For examplesjc2-
cw-oc3.sjc.above.netrefers to a router in San Jose, CA (airport codesjc). However, many ISPs use
non-standard codes for cities. We have noticed that the city of Chicago, IL has at least 12 different
codes associated with it (e.g.,chcg, chcgil, cgcil, chi, chicago). We have also observed that many
routers outside the United States have the country codes embedded in their names. For example,
the router with the nameasd-nr16.nl.kpnqwest.netis located in the Netherlands (country codenl).
The country information can be very useful in (partially) validating the correctness of the location
guessed based on city or airport codes.

We examined several thousand distinct router names encountered in the large set of traceroutes that
we performed from our 14 probe locations. We compiled a list of approximately 2000 airport and
city codes for cities in the U.S. and in Europe. Of the entire set of airport codes [45], our list only
includes a relatively small fraction of codes that are actually used in router names. Since GeoTrack
deduces location by doing a string match of router names against the codes, constructing a list with
as few superfluous codes as possible decreases the chances of an inadvertent match.

To further reduce the chances of an inadvertent match, we divided the list of location codes into
separate pieces corresponding to each major ISP (e.g., AT&T, Sprint, etc.). When trying to infer
location from a router name associated with a particular ISP, GeoTrack only considers the codes in
the corresponding subset.

There is the question of how router names are matched against the location codes. Simply trying
to do a string match without regard to position of the matching substring may be inappropriate.
For example, the codecharlotte, which corresponds to Charlotte, NC in the eastern U.S., would
incorrectly match against the namecharlotte.ucsd.edu, which corresponds to a host in San Diego,
CA in the western U.S. Through empirical observation, we have defined ISP-specific parsing rules
that specify the position at which the location code, if any, must appear in router names associated
with a particular ISP. We split the router name into multiple pieces separated by dots. The ISP-
specific parsing rules specify which piece(s) should be considered when looking for a match. For
example, the rule for Sprintlink specifies that the location code, if present, will only be in the first
piece from the left (e.g.,sl-bb10-sea-9-0.sprintlink.netcontaining the codeseafor Seattle). The rule
for AlterNet (UUNET) specifies that the code, if present, will only appear in the third piece from
the right (e.g.,192.atm4-0.sr1.atl5.alter.netcontaining the codeatl for Atlanta).

3.2.2 Coverage of GeoTrack

Of the 11,296.netrouter names in our traceroute data set, 7,842 were recognizable (approximately
70%). We compiled a list of 13 major ISPs with nationwide backbones in the U.S. or with inter-
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national coverage: Sprintlink, AT&T, Cable and Wireless, Internet2, Verio, BBNPlanet2, Qwest,
Level3, Exodus, PSINet, UUNET/Alter.net, VBNS, and Global Crossing. We found that 5,966 of
the 6,859 router names for these major ISPs were recognizable (87%). In some individual cases,
such as AT&T and UUNET, the recognizability was in excess of 95%.
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Figure 3.2: The recognizability of router names as a function of the position of the router in
the end-to-end path. The position is quantified by dividing the number of hops leading up to
the router by the total number of hops end-to-end.

By manual inspection, we found that a large chunk of the router names which are unrecognizable by
our tool have no meaningful codes to decipher their locations. Many unrecognizable router names
tend to be concentrated in regional or campus networks. (For example,cmu.psc.netis a node in
Pittsburgh, PA. However, since it does not contain a valid city or airport code, GeoTrack is unable
to recognize its location.3) Figure 3.2 shows that recognizability is lowest close to the start and the
end of the path. (The peak corresponding to the very beginning of the path is due to the source
location always being known.) Thus most of the unrecognizable nodes are typically located in the
vicinity of the source or the destination, so the resulting error in linearized distance is minimal.

In the case of the 1995 data set, GeoTrack is able to recognize 1,289 out of 1,531 router names
(approximately 84%). Interestingly, we noticed a huge difference in the naming convention used in
1995 and 2000. Hence we needed to create a new set of codes for the 1995 data set.

3.2.3 Performance Evaluation

We compare the performance of GeoTrack and a Whois-based tool, NetGeo [22], both for university
hosts drawn from the UnivHosts data set and for a more diverse set of hosts drawn from the FooTV
data set. The latter consists of a random sample of 2380 client IP addresses drawn from the FooTV
data set. While many of the FooTV clients connected via proxies, none of the university hosts was

2BBNPlanet is now called Genuity, but the router names are still in thebbnplanet.netdomain.
3Of course, it is possible to includepscandcmuas codes. However, we refrain from doing so since we only want

to include those codes in GeoTrack that inherently indicate location. Doing otherwise would lead us down the path of
exhaustive tabulation, which is undesirable.
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behind a proxy. For this experiment, we used the probe machine at UNC in Raleigh, NC as the
source of all traceroutes.

We quantify the accuracy of a location estimate using theerror distance, which we define as the
geographic distance between the actual location of the destination host and the estimated location.
In the case of FooTV, the “actual” location corresponds to the zip code recorded in the FooTV
data set which, as noted in Section 2.3.2, may not be entirely accurate. Also, an IP address may be
associated with multiple locations, either because it was allocated dynamically (say using DHCP
[8]) or because it belonged to a proxy host (such as a Web proxy or a firewall). GeoTrack, on the
other hand, would only make a single location estimate for a particular IP address. In our evaluation,
we compute separate error distances corresponding to the many “actual” locations associated with
an IP address.
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Figure 3.3: CDF of the error distance for GeoTrack and NetGeo.

Figure 3.3 shows the CDF of error distance for both GeoTrack and NetGeo. It is very interesting to
note the similarity between the “NetGeo-FooTV” and “GeoTrack-FooTV” curves beyond the 70th
percentile mark, and the distribution of distance of AOL clients from their proxies in Figure 3.1.
GeoTrack determines the location of the AOL proxies as Washington, DC while NetGeo returns
the location as Sterling, VA. The similarity in the curves can be attributed to the fact that these
two locations are only about 35 km apart. (Moreover, AOL’s proxies are also located in the same
vicinity.)

We also observe that the performance of GeoTrack is only slightly better than that of NetGeo.
GeoTrack exhibits a median error distance of 590 km and NetGeo a median of 650 km. Since many
of the FooTV clients are behind proxies, neither Geotrack nor NetGeo is able to estimate the client’s
location accurately.

It is interesting to note that there is a significant difference in the performance of GeoTrack for the
well-connected UnivHosts hosts as compared to that for FooTV clients. For instance, the median
error distance is 102 km for the former while is is 590 km for the latter. The reason for this difference
is that (a) none of the hosts in UnivHosts is behind a proxy, and (b) these hosts are well connected
in the sense that a traceroute to them generally completes and yields a last recognizable router that
tends to be close to the target host.

19



3.3 The GeoPing Technique

The GeoPing technique seeks to determine the geographic location of an Internet host by exploiting
the relationship between network delay and geographic distance. GeoPing measures the delay to
the target host from multiple sources (e.g., probe machines) at known locations and combines these
delay measurements to estimate the coordinates of the target host.

3.3.1 Correlation between Network Delay and Geographic Distance

Conventional wisdom in the networking community has suggested that there is poor correlation
between network delay and geographic distance [3]. This has largely been attributed to the presence
of circuitous geographic paths in the Internet and bottlenecks links that cause congestion (and hence
delay). However, in recent years, the Internet has grown at a very rapid pace, in terms of bandwidth
as well as coverage (witness the rapid growth in the number and capacity of high-speed links, ISP
points of presence, etc.). The richer connectivity (at least in well-connected portions of the Internet
such as in the U.S.) often implies less circuitous routes.

To quantify impact of richer connectivity, we traced the network paths from several known locations
to hosts in the UnivHosts data set. For each pair of hosts, we defined thelinearized distanceas the
sum of the lengths of the individual hops along the path between the hosts. (We used GeoTrack to
determine the geographic location of the intermediate nodes. We skipped over nodes whose loca-
tions could not be determined, so in general we might underestimate the linearized distance.) We
compute the ratio of the linearized distance to the geographic distance between the hosts. The closer
the ratio is to 1, the more “direct” (i.e., less circuitous) the network path is. Figure 3.4 shows the
cumulative distribution of this ratio for paths originating from 3 different locations. The main obser-
vation we make here is that the ratio of linearized distance to geographic distance is close to 1 in the
vast majority of cases. This implies that the corresponding network paths are not very circuitous.
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Figure 3.4: CDF of the ratio of linearized distance to geographic distance for Internet paths origi-
nating from three locations.

Congestion in the network may lead to significant queuing delays, which would also disrupt the
relationship between network delay and geographic distance. To alleviate this problem, we gather
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several samples for the delay between two hosts and then pick the minimum among them. (This
approach has been used in several networking protocols before, e.g., TCP Vegas [4].) While not
perfect, picking the minimum enables us to eliminate much of the effect of congestion. Our experi-
ments suggest that the minimum delay stabilizes once we have at least 10-15 delay samples.

The above approach would fail in the presence of special links (e.g., dialup, satellite, etc.) that have
an inherent large delay that doesnot necessarily correlate with geographic distance. We discuss
possible approaches to solving this problem in Section 3.3.3.

In the following sub-sections, we present delay measurements that support our contention that there
is significant correlation between (the minimum) network delay and geographic distance. Although
the correlation is not perfect, we are still able to exploit it to determine location at a coarse granu-
larity. We present a robust algorithm for this in Section 3.3.2. We present experimental results that
quantify the accuracy of this algorithm and also indicate the fundamental limitations of a delay-
based approach.

Experimental Setting

We use the UnivHosts data set for performing our measurements. We perform traceroutes and ping
measurements from 14 different sources (All sources shown in Figure 2.1 except Seattle, WA) to all
the 265 university servers in UnivHosts. After identifying the path from a given source to a host, we
determine theround-trip delay to all intermediate routers using ping measurements. From multiple
delay samples, we compute the minimum RTT to the destination and to each intermediate router
in the path. We use GeoTrack to determine the physical location of intermediate routers. Using the
data gathered for each source, we construct a large data set of [minimum delay, geographic distance]
pairs corresponding to the paths from that source to the hosts in UnivHosts (and the intermediate
routers).

CDF of Distance given Network Delay

We investigate whether there is a model that would enable estimation of geographic distance based
on knowledge of network delay. For this purpose, we divide the delay range into several 10 ms wide
bins and compute the CDF of geographic distance within each bin. (We decided to have a separate
bin for the 0-5 ms delay range because we observed empirically that 5 ms often defines the threshold
for a “metropolitan area”. For instance, we found that more than90% of the nodes within an RTT
of 5 ms are located within a range of 50 km from the source.) So the delay bins we used to classify
our measurements were: 0-5 ms, 5-15 ms, 15-25 ms,. . ., 125-135 ms.

Figure 3.5 shows the CDF of geographic distance for our source host located in Seattle. Many of the
delay bins exhibit distinct “cliffs” (i.e., sharp upswings) in the cumulative probability distribution
for specific distance values. For example, the cliff around 1300 km for the 25-35 ms delay bin is
mainly contributed by locations in the San Francisco Bay Area. The other noticeable trend is that
as the delay increases from 0 to 80 ms, the cliff in the CDF shifts to the right. We observed similar
trends for the probes at other locations as well.

While there is a definite trend in the cliffs of the CDF for each delay range, our results suggest
that the relationship between delay and distance is not strong enough to be captured in a precise
mathematical model. For small delay values (under 10 ms), we found that most of the hosts (over
90%) are within a radius of 300 km from the source. However for delay values more than 40 ms, we
observed an error of at least 300-400 km to obtain a 70% confidence in the distance estimate. We
validated this for the data sets obtained from each of the 14 probe locations.
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Figure 4.11: CDF of the fraction of the end-to-end path that lies within individual ISP net-
works.

potato routing, an ISP hands off traffic to a downstream ISP as quickly as it can. Cold-potato routing
is the opposite of hot-potato routing where an ISP carries traffic as far as possible on its own network
before handing it off to a downstream ISP. These two policies reflect different priorities for the ISP.
In the hot-potato case, the goal is to get rid of traffic as soon as possible so as to minimize the
amount of work that the ISP’s network needs to do. In the cold-potato case, the goal is carry traffic
on the ISP’s network to the extent possible so as to maximize the control that the ISP has on the
end-to-end quality of service. In general, an ISP’s routing policy would lie somewhere in between
the extremes of hot-potato and cold-potato routing.

We consider the set of paths from U.S. sources to TVHosts. For each path that traverses two or
more major ISPs (with nationwide backbones), we compute the fraction of the end-to-end path that
lies within the first major ISP (ISP1) and the second major ISP (ISP2) in sequence. We use these
fractions as measures of the amount of work that these ISPs do in conveying packets end-to-end.
The distributions of these fractions is plotted in Figure 4.12. We observe that the fraction of the path
that lies within the first ISP tends to be significantly smaller than that within the second ISP. For
instance, the median is 0.22 for the first ISP and 0.64 for the second ISP. This is consistent with
hot-potato routing behavior because the first ISP tends to hand off traffic quickly to the second ISP
who carries it for a much greater distance.

Figure 4.12 also plots the distributions of the path lengths in the case where the first ISP is Sprintlink.
We find that the difference between the ISP1 and ISP2 curves is even greater in this case. Again,
this is consistent with hot-potato routing behavior on the part of Sprintlink for routes from academic
locations.

4.2.5 Summary

In this section, we have used geographic information to study various aspects of wide-area Internet
paths that traverse multiple ISPs. We found that end-to-end Internet paths tend to be more circuitous
than intra-ISP paths, presumably because of the peering relationships between ISPs. Furthermore,
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Figure 4.12: CDF of the fraction of the end-to-end path that lies within the first and second
ISP networks in sequence.

paths that traverse substantial distances within two or more ISPs tend to be more circuitous than
paths that largely traverse only a single ISP. Some of this circuitous routing behavior can be at-
tributed to sub-optimal geographic peering between ISPs. Finally, the findings of our geography-
based analysis are consistent with the hypothesis that ISPs generally employ hot-potato routing.
The presence of hot-potato routing may also explain for why some major ISPs only account for a
relatively small fraction of the end-to-end path.

4.3 Limitations and Possible Inaccuracies

Our analysis of geographic properties of Internet routing suffers from a few limitations. We will
first describe some of the possible inaccuracies in our results due to our methodology and how we
reduce the effect of these inaccuracies.

4.3.1 Possible Inaccuracies

First, the city codes used in GeoTrack for computing the location of router given its label are man-
ually determined and encoded. Hence there is always a possibility that the location of a router as
determined by GeoTrack is incorrect. However, we have greatly reduced the possibility of such
errors by using delay-based verification, ISP specific parsing rules and manual inspection. In delay-
based verification, we perform the following simple check: if the difference between the minimum
RTTs to two adjacent routers in a path is not high, the distance between them cannot be large. This
simple check helped us distinguish between two cities namedGenevathat had similar city codes —
one in Switzerland and the other in Texas. We have enumerated specific rules for52 different ISPs
(all major ISPs in our data set) which specify the exact position where a city code is embedded in
a label. This, in conjunction with ISP specific city-codes, greatly reduces the chances of a wrong
location output. We have also manually inspected the geographic paths corresponding to a large
sample of our traceroute data to check for any possible errors.

Second, the linearized distance computed can be distorted if the geographic locations of many
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routers in a path are unknown. We reduce this distortion by restricting our analysis to paths that have
at least4 recognizable intermediate routers. The linearized distance of a path can also be skewed
due to intra-metro distances. Intra-metro distances will affect our analysis only for small values of
linearized distances. To reduce this skew, we only consider paths with a linearized distance greater
than100 kms in our study.

4.3.2 Limitations

We now discuss the limitations of our study arising both due to the inherent limitations of geographic
information and due to limitations of our experimental methodology.

1. Geography does not determine performance:There is not a perfect relationship between
geographic distance and network performance. It is possible that a circuitous path yields better
performance than a less circuitous one. For instance, the most optimal path between certain
countries may be via the U.S. even if that means a large detour in geographic terms. However,
in Section 4.1.5, we show that there exits a strong correlation between the minimum end-
to-end delay between two end-hosts and the linearized distance of their connecting path. In
light of this, we view our geographic analysis of network paths as providing (a) hints on paths
that arepotentiallyanomalous and should be examined more closely to determine if they are
indeed anomalous, (b) an indication of how much improvement there could be in end-to-end
latency if a non-circuitous path between source and destination were feasible, and (c) a way to
quantify network properties such as hot-potato routing, which may provide new insight into
these properties.

2. IP-level topology is incomplete:Our linearized distance computation only considers the
router-level (i.e., IP-level) topology. We have no way of discovering the underlying physical
topology (which may be based on ATM, SONET, or other technologies), so in general we
would underestimate the linearized distance. While this is a limitation of our methodology,
we note that the trend in high-speed networks (OC-48 and faster) is away from separate layer-
2 and layer-3 architectures (e.g., IP-over-ATM) and towards an all-IP network [30]. This trend
increases the applicability of our methodology.
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Chapter 5

Geographic Fault Tolerance

An important component of studying Internet routing is to understand its fault tolerance aspects.
Fault tolerance of a network is normally studied at the granularity of router or link failures. How-
ever such a failure model does not capture the fact that two seemingly independent routers can be
susceptible to correlated failures.

We ask the question: what is the tolerance of an ISP’s network to atotal network failure in a geo-
graphic region, i.e., a failure that affects all paths traversing the region? We refer to such a failure
as ageographic failure. Potential reasons for such a failure include natural calamities such as earth-
quakes or power blackouts.

By using the geographic location information of the routers, we can identify routers that are co-
located and thereby construct ageographic topologyof an ISP. In this topology, each geographic
region is associated with a node and an edge between two nodes signifies the existence of at least
one long-haul backbone link that connects the corresponding geographic regions.

We obtained the geographic topologies for 9 of the 13 major ISPs listed in Section 3.2.2 from
the CAIDA MapNet site [49]. These are: AT&T, Cable and Wireless, Sprintlink, Genuity, Qwest,
PSINet, UUNet, Verio and Exodus. Many of these topologies are obtained from information pub-
lished at the ISPs’ Web sites and are between 6-12 months out of date. Although it may be possible
to construct an ISP’s geographic topology using extensive traceroute measurements, it would be
hard to assess the completeness of the constructed topology. Hence we restrict ourselves to the
geographic topologies obtained from CAIDA. However, as acknowledged by CAIDA [49], it is
possible that these topologies may themselves be incomplete. This may be due to limited tracing
or the presence of backup paths in routing. We will perform our analysis under the assumption that
these topologies are reasonably complete and only have a few missing links.

5.1 Degree distributions

The degree of a node provides a first-level quantification of the fault tolerance of that node in a given
topology. A node with a degreek can tolerate up tok geographic failures before getting completely
disconnected from all other nodes in the topology. In particular, a leaf node is not resilient to the
geographic failure of its neighbor, but the failure of a leaf node itself has minimal impact on the rest
of the network. On the other hand, the failure of a node with a very high degree would impact its
many neighbors (corresponding to many different geographic regions).

Given complete freedom in placingE = k ∗ N edges onN nodes, it is possible to construct a
topology that has a minimum vertex-cut of2k. In other words, theE edges can be placed in such a
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way that even in the presence of any2k − 1 node failures in the graph, the resulting topology will
still remain connected. We term such a placement of edges that maximizes the size of the vertex
cut as anoptimal placement. In the optimal placement, all the vertices have the same degree, viz.
2 ∗ k. For the simple case ofk = 1, the optimal placement results in a ring topology. Although this
optimal placement may be difficult to construct due to practical constraints, it provides us a nice
reference point for comparing the fault tolerance of ISP topologies. In order to contrast an ISP’s
topology from the optimal scenario, we look at the degree distribution of the nodes. We say that a
graph has askeweddegree distribution if its node degrees are distributed over a wide range with a
few large node degrees and a high percentage of the nodes are leaves. The Internet topology exhibits
a skewed degree distribution which can be characterized by a power law as described in [10].
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Figure 5.1: Degree Distribution of Geographic Topologies of ISPs

Among the 9 commercial ISPs, some of them such as AT&T and Genuity have a very skewed degree
distributions while other ISPs such as PSINet and Verio have much less skewed degree distributions
(closer to optimal). The degree distribution will not be affected much due to a few missing links.
Figure 5.1 shows the degree distributions of AT&T and PSINet. AT&T’s topology has the maximum
percentage of leaves among the 9 ISP topologies (62%) and has a few nodes with a degree greater
than 12 (Chicago, Dallas). On the other hand, more than 50% of PSINet’s nodes have a degree
of either 2 or 3. This matches the optimal degree for Verio given that it has an edge to node ratio
k = 1.5, which corresponds to an optimal degree of2 ∗ k = 3. The ISP-Combine curve shows the
degree distribution of the geographic topology obtained by combining the topology graphs of all 9
ISPs. The geographic nodes corresponding to the same city in the individual ISP topologies map
to a single node in the combined topology. The combined topology still has a significant skew in
its degree distribution.29% of the nodes continue to be leaves. This happens despite the combined
topology having an edge to node ratio ofk = 2.5, which corresponds to an optimal degree of 5. On
the other hand, nodes located in the important networking hubs of U.S. (e.g, San Jose, Washington
DC, Chicago) have a degree of more than20 in the combined topology.
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5.2 Failure of high connectivity nodes

The skewed degree distributions of many tier-1 ISPs indicate that many geographic regions of an
ISP may get disconnected if some high connectivity geographic nodes fail. To evaluate this, we
consider the failure scenario where thef nodes of highest degrees in a graph fail.

We define a pair of geographic nodes that are connected by a network path and can communicate
with each other as acommunicating pair. A connected topology ofN nodes can supportN(N+1)/2
communicating pairs. (Since each node represents a geographicregion, we also consider intra-node
communication of a node with itself.) Under the scenario where thef nodes of highest degrees fail,
the graph is disconnected into a forest where a node can only communicate with other nodes in
its connected component. A connected component withm < N nodes can supportm ∗ (m + 1)/2
communicating pairs. In the simple case where the parent of a leaf node fails, it produces a connected
component of size1 which supports exactly one communicating pair.
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Figure 5.2: Tolerance to Geographic Failures

Figure 5.2 shows the percentage of communicating pairs supported in the various ISP networks in
face of a varying number of geographic failures. The combined topology of the 9 ISPs supports
68% of the communicating pairs even after the removal of 5 important networking hubs in the US
(San Jose, New York, Washington DC, Chicago, Los Angeles). Among the 9 ISPs, while Genuity
and PSINet exhibit the least and the best fault tolerance characteristics. In the face of a single node
failure, most of the ISPs lose between 15% and 30% of their communicating pairs in the worst case.

It is important to note that these results may represent a near-worst case failure scenario for the
ISPs. If, however, many backup links are missing from our topology, the fraction of communicating
pairs may be much higher than what we have portrayed. However, our essential message from this
analysis is that a balanced degree distribution is a good feature for building a fault tolerant topology
for an ISP.
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Chapter 6

Conclusions

In this work, we have analyzed and inferred different geographic properties of the Internet. We
classify our work into three categories:

• IP-Geography mapping: An investigation of geographic mapping techniques of Internet
hosts.

• Geographic properties of routing: Quantify different properties of routing like circuitous
routing and hot-potato routing which cannot be quantified without geographic information.

• Geographic Fault Tolerance:Analyze the fault tolerance of an ISP in the presence of geo-
graphic node failures.

6.1 IP-Geography mapping

In IP-Geography mapping, we have examined the interesting but challenging problem of determin-
ing the geographic location of an Internet host knowing only its IP address. We have designed and
evaluated three distinct techniques, collectively referred to as IP2Geo, to address this problem: (a)
GeoTrack, which extracts location information from DNS names of hosts and routers, (b)GeoPing,
which determines location using network delay measurements made from several known locations,
and (c)GeoCluster, which combines partial IP-to-location mapping information with BGP rout-
ing data to determine location. These techniques span a broad spectrum. Our evaluation of these
techniques was based on extensive and varied data sets.

Our findings suggest that GeoCluster is the most promising one of the IP2Geo techniques. The
median error distance for GeoCluster varies from 28 km for well-connected university hosts to a
few hundred kilometers for a more heterogeneous set of clients. Importantly, however, GeoCluster is
self-calibrating in that thedispersionmetric offers an indication of how accurate a location estimate
is likely to be. Furthermore, thesub-clusteringtechnique is often able to infer more fine-grained
(geographic) structure in Internet address ranges than is present in BGP routing data. Both these
features make GeoCluster more suitable than the other techniques in the presence of clients that
connect via proxies. Finally, GeoCluster is passive in that it does not inject extra traffic into the
network.

Our investigation of GeoTrack and Whois-based techniques reveals the fundamental limitation due
to proxies. Our evaluation of GeoPing suggests that contrary to conventional wisdom there is a
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significant correlation between network delay and geographic distance that can be exploited to de-
termine coarse-grained location. We believe this will be the case even more as the Internet becomes
richly connected.

Our study also indicates that geography can be an interesting tool for analyzing the behavior of net-
work routing. The ratio oflinearizeddistance to geographic distance is indicative of how “direct” a
network route is. A large ratio may be indicative of an anomalous route. For instance, by computing
this ratio, GeoTrack was able to automatically flag an a highly circuitous route from Austin, Texas
to Kentucky via California, New Jersey, and Indiana!

Besides the specific techniques that we have developed, we believe an important contribution of
our paper is that the systematic study of the IP-to-location mapping problem using a wide range of
interesting data sets.

6.2 Geographic properties of routing

Our study on geographic properties of routing concentrated mainly on quantifying those aspects of
Internet routing which are not characterizable using network-centric metrics like delay and band-
width. First, our analysis based on extensive traceroute data shows the existence of many circuitous
routes in the Internet. From the end-to-end perspective, we observe that the circuitousness of routes
depends on the geographic and network locations of the end-hosts. We also find that the minimum
delay along a path is more strongly correlated with the linearized distance the path than it is with
the geographic distance between the end-points. This suggests that the circuitousness of a path does
impact its minimum delay characteristics, which is an important end-to-end performance metric. In
ongoing work, we are studying the correlation between geography and network performance.

Second, a more careful examination shows that many circuitous paths tend to traverse multiple ma-
jor ISPs. Although many of these major ISPs have points of presence in common locations, the
peering between them is restricted to specific geographic locations, which causes the paths travers-
ing multiple ISPs to be more circuitous. We also found that intra-ISP paths are far less circuitous
than inter-ISP paths. An important requirement to reduce the circuitousness of paths is for ISPs to
have peering relationships at many geographic locations.

Third, the fraction of the end-to-end path that lies within an ISP’s network varies widely from one
ISP to another. Furthermore, when we consider paths that traverse two or more major ISPs, we find
that the path generally traverses a significantly shorter distance in the first ISP’s network than in the
second. This finding is consistent with the hot-potato routing policy. Using geographic information,
we are able to quantify the degree to which an ISP’s routing policy resembles hot-potato routing.
The traceroute data we collected is available on-line at [54].

6.3 Geographic Fault Tolerance

Finally, our analysis of geographic fault tolerance of ISPs indicates that the (IP-level) network
topologies of many tier-1 ISPs exhibit skewed degree distributions which may induce a low tol-
erance to the failure of a single, critical geographic node. The combined topology of multiple ISPs
exhibits better fault tolerance characteristics, assuming that the ISPs peer at all geographic locations
that are in common. In our analysis, we assume that the published topologies of ISPs are reasonably
complete.
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6.4 Directions for Future Work

An important dimension that we have not carefully explored in our study is the relationship between
geography and performance. In our analysis of routing properties, we found a strong correlation be-
tween the end-to-end delay between two end-hosts and the linearized distance of the path connecting
them. This seems to suggest that geography may have a certain level of correlation with some per-
formance metrics like delay. One open question that arises is the usefulness of Geography-based
service redirection. Though this basic idea has been suggested in previous works [13], the trade-offs
of such a solution have not been carefully studied. The main advantage of geography based redi-
rection is its simplicity and flexibility. Not surprisingly, geography is a simple and understandable
user interface which is used by popular web servers to make end users choose the closest site for
downloading large data content like software distributions.

Some aspects of our IP-Geography mapping work need further exploration. We are trying to see
whether we can combine the different techniques proposed in our work to build a mapping service
which has a much better accuracy than the individual techniques themselves. Also, we are exploring
alternatives to overcome the fundamental limitations imposed by proxies. With the advent of IPv6,
we expect a better way of allocating IP addresses to end-hosts. We hope the IP-Geography mapping
would be easier to solve for IPv6 addresses.

Finally, our geographic fault tolerance analysis of ISP topologies is a very preliminary study and can
be expanded across many dimensions. First, we found that the combined topology of ISPs has much
better tolerance to geographic failures than individual ISP topologies. Though this is true from a
topology perspective, we require the underlying ISPs to peer at all common geographic locations to
realize this level of fault tolerance. An associated optimization problem is to determine the optimal
set of peering locations between ISPs to realize a certain level of fault tolerance. Second, from a
single ISP’s perspective, there exists a trade-off between the fault tolerance of its topology and the
amount of fiber that needs to be laid. Similar to the previous case, we can optimize the fault tolerance
of an ISP’s topology given the corresponding economic constraints.
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